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In this talk
● My random walk in web privacy
● What is this all for, anyway?
● The high-level approach to PrivacyTests.org
● Privacy leaks and how to test them
● What I have learned
● Future work
● Discussion!



My random walk in web privacy
Developer for Tor Browser (2014-2018)

Senior Product Manager for Firefox Privacy and Security (2018-2021)

PrivacyTests.org (2021-Present)



Tor Project (Tor Browser developer)
First-Party Isolation

Fingerprinting Resistance

Stream Isolation

Tor Circuit Display

Tor Network Performance Improvements

Tor Uplift Project



Mozilla (PM for Firefox Privacy and Security)
2019: Enhanced Tracking Protection by Default, Fingerprinting Protections

2020: DNS-over-HTTPS rollout in the United States

Firefox 83: HTTPS-Only Mode

Firefox 85: Supercookie Protections

Firefox 86: Total Cookie Protection

Firefox 91: Enhanced Cookie Clearing



Wait, what is this all for?
● Some people care about privacy
● But many don’t know, don’t care or have given up hope
● Corporate politics is very challenging with lots of pushback!
● Is this effort worth it?
● Can we be more effective? How?

Let’s start with first principles!



Problem 0: Human suffering
War

Genocide

Tyranny

Oligarchy

Poverty

Discrimination

Corruption

Enabled by repression!



Problem 1: Repression prevents change
Commonly, oppressors tamper with information flows to preserve and 
enhance their own power:

● Deny access to information
● Deny freedom of public expression
● Violate privacy (freedom to operate)
● Restrict private communication

How? Mass surveillance!



Problem 2: Mass surveillance facilitates repression 
Mass surveillance allows governments and corporations to watch, profile, 
discriminate against and manipulate virtually everyone…

…on the Web!



Problem 3: the Web is a major target of mass surveillance

● The Web is a primary means of modern reading, writing, communication 
and commerce.

● Most web browsers are heavily exposing most people to mass 
surveillance

Why? Bad incentives and lack of information



Problem 4: Hidden leaks and bad incentives

● Web browser privacy has not been a priority for most browsers, but 
people don’t know that

● Some major web browsers get their revenue from top trackers (Google, 
Bing), not from users

● Web browser privacy leaks are hidden, technical, and complex: meaning 
they are largely invisible to the public and, even invisible to engineers and 
managers in web companies



How web browsers facilitate surveillance

● Browsers allow websites you visit and the trackers embedded in them to 
gather your browsing history

● Browsers leak a lot of unnecessary data that can be used to track your 
browsing

● Browsers fail to encrypt your network connections, allowing your ISP or 
other network eavesdroppers to watch your browsing

How do we make browser makers 
accountable for fixing this?



PrivacyTests.org: an accountability effort

Try to hold web browsers accountable for protecting all 
web users from mass surveillance through:

● Detecting privacy leaks
● Monitoring those leaks over time
● Informing the public
● Informing and pressuring browser makers



Design of PrivacyTests.org

● Create open-source automated tests for known 
browser privacy leaks by mimicking 
surveillance/tracking techniques

● Run tests weekly across browsers and platforms
● Publish test results as a comparison between browsers
● Try to make tests and results easy to understand



Building PrivacyTests.org
Proposed it at Tor 2018, and started (slowly) putting some tests together

Started working on it full time in August 2021

First launched in mid-October

Iterative – it’s a work in progress!



PrivacyTests.org browser testing framework
Almost all JavaScript (NodeJS and in-browser)

GET/POST

Addresses

Results (WebSocket)

Servers



PrivacyTests.org data pipeline

Config file Results Site pages PrivacyTests.org Social Media

test render publish share



PrivacyTests.org platform coverage

Platform Device Control Browser windows

Desktop (MacOS) Mac Mini Browser 
command-line 
arguments

Regular, Private, Nightly, 
Nightly Private

Android Samsung phone Appium Regular, Private

iOS iPhone Appium Regular, Private



Kinds of browser privacy leaks
Stateful tracking (e.g. Cookies)

IP address (Server reflexive address)

Network leaks (DNS, OCSP, SNI, HTTP)

Fingerprinting (Fonts, Screen size, WebRTC)

URL Query Parameters

Forms/password stealing

Telemetry

Portal/Search engine history



Stateful tracking (1)



Stateful tracking (2)

https://github.com/privacycg/storage-partitioning 

https://github.com/privacycg/storage-partitioning


Stateful tracking (3)



IP Address tracking (1)

A big problem!

https://hal.inria.fr/hal-02435622/document 

https://hal.inria.fr/hal-02435622/document


IP Address tracking (2)
● Tor
● VPNs/proxies



Network leaks (1)
● HTTP → HTTPS https://www.eff.org/deeplinks/2021/09/https-actually-everywhere 

https://www.eff.org/deeplinks/2021/09/https-actually-everywhere


Network leaks (2)



Fingerprinting



Tracker query parameters (1)
https://www.vrbo.com/travel/staycation?utm_campaign=vrbo:prog:usa-en:t:g:xxx:iroas&utm_me
dium=display&utm_source=dbm&utm_content=a:ban:dbm:xxx:pro:xxx:lake:xxx&utm_term=2019
3083|252013460|133520644|448385033&dclid=CNrN5PDpm_YCFRQTfQodiRAJuA



Tracker query parameters (2)



Tracking cookie protection (new!)
Default search engines:

- Edge: Bing
- Firefox: Google
- Opera: Google
- Vivaldi: Microsoft Bing



What have I learned so far?
● All 3 browser engines (Chromium, WebKit, 

Gecko) have already been hardened for 
privacy in some browsers: no excuses!

● Some browser makers are making a good 
effort on privacy (Brave, DuckDuckGo, 
LibreWolf, Safari, Tor)

● Others are dragging their feet 
● Browser testing is finicky, especially on 

mobile
● Continuous monitoring is hard
● Lots of people are really interested in 

browser privacy!



Future work
● More network leak tess (DoH, SNI, OCSP)
● More fingerprinting tests
● Telemetry tests
● Disk forensic tests
● “Test my Browser” feature
● Browser Extensions
● Mobile apps (based on browsers)
● More browsers
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Thank you!
Reach me at:
contact@privacytests.org

@privacytests (Twitter)

https://github.com/arthuredelstein/privacytests.org 

mailto:contact@privacytests.org
https://twitter.com/privacytests
https://github.com/arthuredelstein/privacytests.org

